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Failure recovery system for computer network, has cluster server to run 

cluster software to create recovery group that receives request 
directed from user to failed server so that cluster server is operated 
to serve user 

Patent Assignee: DELL PROD LP (DELL-N) 
Inventor: KOSACEK M; NGUYEN N 

Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

US 6609213 Bl 20030819 US 2000637093 A 20000810 200376 B 

PiMority Applications (No Type Date) : US 2000637093 A 20000810 
Patent Details: 

Pa cent No Kind Lan Pg Main IPC Filing Notes 
US 6609213 Bl 9 G06F-011/30 

Abstract (Basic) : US 6609213 Bl 

NOVELTY - A cluster server is operated to receive ownership of 
logical unit number (LUN) address of a failed server after failure 
detection. The cluster server operates cluster software to create a 
recovery group associated with network address of failed server so 
thau recovery group receives request directed from user towards failed 
server and cluster server is operated to serve user or run software 
.-:S5oriaced with failed server. 

;M:taILED description - An INDEPENDENT CLAIM is also included for 
.'>'^r. ver failure recovery method. 

USl - Server failure recovery system in multi-computer environment 
o provide back up server . 

ADVANTAGE - Enables to assume the functions of a failed server 
quickly. Reduces cost by installing cluster software on only one 
sever, regardless of the size of computer network. Enables coupling of 
heartbeat mechanism with all servers on a computer network. Enables 
cluster server to perform useful work and to serve clients 
efficiently . 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart explaining 
the failure recovery process. 
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RUN; CLUSTER ; SOFTWARE; RECOVER; GROUP; RECEIVE; REQUEST; DIRECT; USER; 

FAIL; SERVE; SO; ' CLUSTER ; SERVE; OPERATE; SERVE; USER 
Derwenc Class: TOl; T03 

International Patent Class (Main) : G06F-011/30 
File Segment: EPI 
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Fault-tolerant application program execution system in clustered 
application server network, detects failure of one server, and loads 
application program to other server 

Patent Assignee: MICRON TECHNOLOGY INC (MICR-N) 

Inventor: CHRABASZCZ M 

Number of Countries: 001 Number of Patents: 001 
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US 6363497 81 41 GO6F-OII/06 Provisional application US 9746327 

Absi-.ract (Basic): US 6363497 Bl 

NOVELTY - A server network has a pair of servers (102,104) storing 
I'^speccive databases (110,112). A failure detection module detects 
La i lure of one server and accordingly loads the application program to 
the other server, based on the backup server information stored in 
the database. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) Fault-tolerant application program execution method; 

(b) Network server system 

USE - For fault-tolerant execution of application program in 
clustered application server network. 

ADVANTAGE - The system allows the application programs to be loaded 
in another server within the network without creating conflicts in 
which two copies of application programs are running on two separate 
servers . 

DESCRIPTION OF DRAWING (S) - The figure shows a block diagram of the 

server network. 

Servers (102,104) 
Databases (110, 112) 
pp; 41 DwgNo 1/9 
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Forming long-term relationship between end user system and server 
involves using token containing identifier (s) for selected server, 
date- time marker and key for access to memory area 
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Abstract (Basic) : DE 10116640 Al 

NOVELTY - The method involves receiving an information request from 
an end user system at a dispatcher, determining which server to select 
to fulfill the request, generating a token with at least one selected 
server identifier, a date-time marker and a key for access to a memory 
area for information relating to the on-going relationship to the end 
user device, inserting the token into the URL and sending a response 
with the token to the client system. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: a method of distributing a request by an end user system to 
a defined server from a number of redundant servers , a method of 
sending information to a requesting end user, a computer program 
product and a network dispatcher. 

USE - For forming a long-term relationship between end user system 
and server. 

ADVANTAGE - Enables Internet users unable or unwilling to store 
local cookies or being located behind a NAT or transparent proxy server 
to set up a session with a defined server from a cluster of servers 
behind a dispatcher. 

DESCRIPTION OF DRAWING (S) - The drawing shows a flow diagram for 
receiving information from an application {Drawing includes non-English 
text) 
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Clustered computer system used for on-line transaction processing and 
decision support, blocks processing of write requests if write queue 
exceeds threshold and resumes processing if write queue is cleared below 
specific level 
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Abstract (Basic) : US 6260125 Bl 

NOVELTY - A write queue receives write requests directed to disk 
sroracjes in primary and secondary servers , where the secondary 
server receives the requests with specific delay. Processing of 
I'liuher write requests to disk storage in primary server and write 
<j ..'?ue is blocked, if write queue is beyond a threshold. If write queue 
is cleared below a lower level, processing of write request is resumed. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) Asynchronous write requests mirroring apparatus; 

(b) Asynchronous write transactions mirroring method 

USE - For asynchronous disk mirroring in fault-tolerant data 
storage system used in client-server network e.g. LAN for on-line 
transaction processing and decision support in business application, 
internetworking, retail point-of-sale (POS) applications, electronic 
mail, distributed database and file transfer applications. 

ADVANTAGE - Performs log-based reconstruction of mirror drive, and 
ability to check point source and target volumes within disk mirroring 
application is increased. The asynchronous updating of mirrored devices 
improves performance. 

DESCRIPTION OF DRAWING (S) - The figure shows the schematic diagram 
of queuing system for performing asynchronous writes in disk mirroring 
application. 
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Cluster configuration repository using cooperating primary and 
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Abstract (Basic) : WO 200184338 A2 

NOVELTY - A cluster includes primary and secondary nodes 

(50,60) and services are provided as primary services (56) while a 
backup copy is provided as secondary services (66). Repository managers 
(52,62) run nodes (50,60) and the remaining nodes (70) run on a 
repository agent (72), interfacing with manager (52) to serve its local 
clients, so that the clients, other than those on nodes (50,60), never 
interact directly with the managers (52,62) but act through the agent. 

USE - Maintenance of and provision of access to cluster 
configurations in real time. 

ADVANTAGE - Eliminating downtime from a single point of failure. 

DESCRIPTION OF DRAWING (S) - The drawing shows a single cluster 
with n nodes 

Primary and secondary nodes (50,60) 

Primary and secondary services (56,66) 

Repository managers (52,62) 

Repository agent (72) 
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Fault tolerance or redundancy method for computer network resources e.g. 

servers using a network directory database to re-map network resources 

when a failure occurs 
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Abstract (Basic): US 6292905 Bl 

NOVELTY - Initially the users access a clustered resource though 
the primary server designated for that resource. When a fault is 

detected within the primary server, the directory database is updated 
to reflect the failure of the primary server and the resource re-mapped 
to the secondary server . This change over is transparent to the 
users and when the primary sever recovers, the resource is re-mapped to 

1. 1* . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for 

{].) a program storage device 
(2) a computer program 

USE - To provide system redundancy within computer networks. 

ADVANTAGE - No dedicated redundant resources or hardware is 
required in this system, instead the resources allocated to a failed • 
server are handled by other servers within the network. Thus no 

hardware is idled as in a traditional redundant system. Fault tolerance 
and network reliability is maintained without the duplicate cost of 
standby hardware. 

DESCRIPTION OF DRAWING (S) - The figure shows a hardware block 
'.iiacrarn showing a network with server resident processes for providing 
:rjulr Loierant network resource recovery. 
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Highly available computer service provision method in cluster system, 
involves determining if resource group responsible for providing the 
computing service is in quorum state 
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Abstract (Basic): US 6314526 Bl 

NOVELTY - A failure recovery mechanism determines if a resource 
group responsible for desired computing service, is in quorum state by 
determining if majority of the data processing systems in the resource 



group are online, ore executing the desired com^Bing service. 
When resource gro^p responsible for desired compuuffig service is 
determined to be in quorum state, the desired computing service is 
provided . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 

following : 

(a) Cluster system; 

:b) Data processing system; 

: Data processing system failure responding method; 
id) Computer program product 

■ioE - In cluster system (claimed) for providing highly available 
'if.ii highly scalable application service and for mission critical 
applications such as aircraft control, etc. 

ADVANTAGE - System performance is improved as cluster units 
continue to provide services after a network partition even if the 
quorum has not been reached and a distributed database is efficiently 
maintained without incurring cost associated with full replication. 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart explaining 
process of handling node failures within a cluster system. 
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Fault tolerant execution for application program in server network, by 
executing application program in one server on detection of failure of 
another server, based on object information 
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NOVELTY - The application program is executed in a server (102) and 
an object representing application program is stored into a cluster 
network database (110). On detection of failure in server (102), a 



deiiennina tion of wh^^Br another server (104) has suf^Mient resources 
' execute applica ti^^program is made. The program i^^xecuted in the 
^w;:rver (104) in accordance with the information in the object. 

DETAILED DESCRIPTION - The program is executed in the server (104) 

jpon decection of a failure of the server (102), by reading the back - 
up server attribute in the object with the server (104). A 
determination is made whether the back - up server attribute names 
the server (104) as the back - up server . If so, the program is 
loaded into the server (104) . The host server attribute is changed to 
name the server (104) as the host server of the program. When it is 
detected that the server (102) is once again operational, execution of 
the program in the server (102) is resumed. 

USE - For providing fault tolerant execution of application 
programs in server network. 

ADVANTAGE - Provides all the functionality of UPS, disc mirroring, 
or server mirroring without the added cost and complexity of additional 
hardware. Smoothly interfaces with existing network systems. Clusters 
application software programs which may be executed by servers within 
the network. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of a 
clustered application server network. 
Servers (102,104) 

Cluster network database (110) 
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Abstract (Basic): EP 1024428 A2 

NOVELTY - Cluster services (304) control cluster servers 



(306/ 306a) to bring ^^re source group on-line or o^Mline on a 

different node and a^^responsible for managing clus^^ node 
membership/ heartbeat, etc. while a cluster manager (302) provides a 
graphical user interface. The nodes are managed with a cluster 
services program and the system is returned to an initial state after a 
fail-over event. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for a 
distributed data processing system and for a computer program with 
inst ructions . 

USE - Managing a clustered computer system. 

ADVANTAGE - Supporting a fail-over from one node to another chosen 

DESCRIPTION OF DRAWING (S) - The drawing illustrates a preferred 
embodiment of the present invention 
Cluster services (304) 
Cluster servers (306,306a) 
Cluster manager (302) 
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NOVELTY - The method involves allowing a client (102) application 
concinue executing while an I/O request is being processed. If a 
primary server (106) fails after the I/O request is sent to the primary 
server but before an I/O request completion indicator returns from the 
primary server, it requires retrying the I/O request to the secondary 
server (108) using the parameters for the I/O request stored on the 
client . 

DETAILED DESCRIPTION - INDEPENDENT CLAIM are included for: 

(a) an apparatus that allows an I/O request to proceed when a 
primary server processing I/O requests fails and secondary server takes 

over . 

(b) a computer readable storage medium storing instructions to 
perform a method that allows an I/O request to proceed when a primary 
server processing I/O requests fails and secondary server takes over 

USE - In operating systems for fault-tolerant distributed computing 
systems . 

ADVANTAGE - Supports asynchronous I/O requests that can switch to a 
secondary server if a primary server for the I/O request fails. 

DESCRIPTION OF DRAWING (S) - The drawing illustrates a distributed 
computer system in accordance with an embodiment of the present 
invention . 

client (102) 

primary server (106) 

secondary server (108) 
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...SPECIFICATION Preferably, both agents 11a, lib are permanently active in 
order to perform monitoring of the first and second nodes 4, 5 
themselves, even if the cluster package 10 is inactive on the 
respective node. This provides information as to whether the respective 
node is able to back up the cluster package ... applies also to Fig. 3; the 
..v:!. V differences are described below. 

With nhe active/active configuration of Fig. 3, it is avoided that the 
.s...-:ondary node is normally idle and serves only for backup purposes. 
Rai:her, both nodes are normally active: a first monitored cluster 
package 10a' runs on the primary node 4', and a second monitored cluster 

package 10b' runs on the secondary node 5'. The primary node 4' is 
prepared to back up the second cluster package 10b' from the secondary 

node 5' in the case of a failover. Likewise, the secondary node 5' 
is prepared to back up the first cluster package 10a' from the primary 
node 4' in the case of a failover (see Carreira, pages 102-103). A policy 
and an overlaid rule for each cluster package (here a policy 13a' and a 
monitoring rule 22a for the first cluster package 10a' and a policy 
13b' and a monitoring rule 22b' for the second cluster package 10b') 
are associated with each of the agents 11a ' and lib'. Thus, in the 
example of Fig. 3 with two cluster packages 10a', 10b', each agent 
11a', lib' has two policies 13a', 13b', although only one cluster 
package 10a' or 10b' runs on each of the first and second nodes 4', 5'. 
Each of the policies 13a', 13b' comprises, for each of... 
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. . .i :•: ' ; K i-CATlON network element monitors the connections traversing the 

work element and possibly modifies the data packets of the connections 
according co predetermined rules. Methods such as network address 
translation (NAT) and protocol conversions are methods requiring that the 
data packets are modified in such network elements. Also other 
modifications on the data packets... 

..gateway or a firewall. 

The above described security gateway may consist of several similar 
security gateway (= nodes), i.e. it may be a security gateway cluster . 
The nodes of a cluster serve as backup nodes to each other and the 
load handled by the cluster may be balanced between the nodes. The 
clustered structure increases availability and distributes the load, 
therefore reducing the probability of a downtime to nearly zero and 
increasing the throughput of the security gateway. Figure 1 illustrates a 
configuration where there are 3 nodes Al, A2^ and A3 in security gateway 
cluster CA and 5 nodes Bl, B2, B3, B4, and B5 in security gateway 
cluster CB. Nodes Al, A2, and A3 connect the internal network A to the 
public network 10, and nodes 81, 82, 03, 84, and 85 connect... 

..this issue is not addressed any further here. 

Within a cluster all nodes may have an individual IP addresses or they 
may have a common IP address . Alternatively, nodes may have both a 
common IP address and an individual IP address. Typically nodes share a 
common IP address using which the cluster... 



15/3, K/3 (Item 3 from file: 348) 

•JLALOG {R) File 34 8 : EUROPEAN PATENTS 

(c) 2004 European Patent Office. All rts. reserv. 



01302867 



Method and apparatus performing a fast service^^iDkup in cluster 

networking 

Verfahren und Vorrichtung zur Durchfuhrung eines Schnellen 

Dienstnachschlagen in einem Neztwerkgruppen 
Procede et dispositif pour effectuer une recherche rapide de service dans 

un reseau en grappe 

PATENT ASSIGNEE: 

SUN MICROSYSTEMS, INC., (1392733), 901 San Antonio Road, Palo Alto, 
California 94303, (US), (Applicant designated States: all) 
INVENTOR: 

Oki, Brian M. , 493 Mill River Lane, San Jose, CA 95134, (US) 
Modi, Sohrab, 1714 Trestle Glen Road, Oakland, CA 94610, (US) 

LEGAL REPRESENTATIVE: 

Hanna, Peter William Derek et al (72343), Hanna, Moore & Curley, 11 
Mespil Road,, Dublin 4, (IE) 
PATENT (CC, No, Kind, Date) : EP 1117222 Al 010718 (Basic) 

APPLICATION (CC, No, Date): EP 2000204324 001204; 
PRIORITY (CC, No, Date): US 480146 000110 

DESIGNATED STATES: AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; GR; IE; IT; LI; 

LU; MC; NL; PT; SE; TR 
EXTENDED DESIGNATED STATES: AL; LT; LV; MK; RO; SI 
INTERNATIONAL PATENT CLASS: H04L-029/06 
ABSTRACT WORD COUNT: 159 
NOTE: 

Figure number on first page: 6 

LANGUAGE ( Publicat ion , Procedural , Application) : English; English; English 
FULLTEXT AVAILABILITY: 

Available Text Language Update Word Count 

CLAIMS A (English) 200129 1112 

SPi:C A (English) 200129 5343 

':n;:nJ word count - document A 6455 
Total word count - document B 0 
Tocal word count - documents A + B 6455 

...SPECIFICATION secondary PDT server node so that the secondary PDT server 
node is kept in a consistent state with the PDT server node. This allows 
the secondary PDT server node to take over for the PDT server node 
if the PDT server node fails. 

In one embodiment of the present invention, the system periodically 
sends . . . 

...PDT servers are kept in a consistent state with the master PDT server. 
In one embodiment of the present invention, the destination address 
includes an Internet Protocol ( IP ) address , an associated port 
number for the service and a protocol identifier (such as transmission 
control protocol (TCP) or user datagram protocol (UDP) ) . 

BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 illustrates a clustered computing system coupled to client 
computing systems through a network in accordance with an embodiment of 
the present invention. 

FIG. 2 illustrates the internal structure... 
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..SPECIFICATION flexibility, availability, and compatibility to support 
enterprise-wide computing, including the cluster. The operating system 
210 and related software preferably provides networking protocols, 
stacks, and sockets , as well as security for the cluster. 

The cluster framework 220 runs on top of the operating system 210. The 
cluster framework includes the fault... 

..packet, either to every other computer node with which it is in 
communication or just to its nearest neighbors, to indicate its presence 

the cluster . Cluster membership and quorum and reconfiguration 224 
inr-.i.Miains the proposed membership lists and the elected membership list 
and provides configuration and reconfiguration decision making. Switching 
and iTailover 226 detects problems and maintains the data and 
communications integrity of the cluster when failures in hardware or 
software occur. Reconfiguration upon detection of a failure typically is 
completed in a matter of minutes. Failover preferably includes cascaded 
failovers of a computer node in the cluster to multiple, redundant 
backup computer nodes , as well as file-lock migrations to avoid file 
corruption . 

The application programming interfaces 230 are preferably designed to 
integrate commercially available and custom high availability 
applications into the cluster environment. Examples of APIs 230 
contemplated include a data service API and a fault monitoring API. The 
data service API is configured to allow generic... 
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...SPECIFICATION have dependencies that control the relative order of 
online and offline operations. 

Typically, a Resource Group will contain one or more Physical Disk 
resources, an IP Address resource, a Network Name resource, and one 
or more additional resources representing a server application, such as 
Generic Service resources. Generic Application resources, and/or custom 
resource types. A Resource Group that has its own IP Address 
resource and Network Name resource is known as a Virtual Server. 

A Virtual Server appears to an external client running a TCP/IP 
client /server type application as a distinctive server computer. In 
reality, there may be several Virtual Servers running on a single node of 
an MSGS cluster , each with different IP addresses. Furthermore, the 
Virtual Server can move from one node of the MSGS cluster to the other, 
and this is transparent to the client (except for a momentary 
interruption or slow down in service) . 

Figure 1 illustrates an exemplary cluster comprising two nodes 10, 12 
each running a respective virtual server 14, 16. A Cluster Service 18 
running on each node controls the cluster, including ... each Server Group 
configured for this Logical Machine in the GROUPS section of the Tuxedo 
configuration. The Resource Group for each logical machine has an IP 
Address on the local area network (not shown) , and a Network Name that 
matches the machine name used in the MACHINES section of the Tuxedo 
configuration and the NLSADDR and NADDR values specified for the in the 
NETWORK section. According with the present invention, each Resource 
Group further comprises a Resource DLL 4 0 and a Pipe Server 42, which 
together provide apparatus for carrying out the method of the present 
invention. As described hereinafter, the Resource DLL 40 represents a 
component of the Tuxedo distributed network application that provides an 
interface between the cluster environment and other components of the 
Tuxedo application on that node. 

W;':.h this configuration, a Tuxedo Domain with, for example, two Logical 
Machines, is configured with two MSGS Virtual Servers. During normal 
operations, one Virtual Server (and therefore one Logical Machine) runs 
on each of the nodes of the cluster . If the first node of the cluster 
fails, MSGS starts the failed Virtual Server (and corresponding Logical 
Machine) on the second node of the cluster - a failover situation. Both 
Virtual Servers (and. . . 
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Detailed Description 

Cla ims 

! ■--:] L)escription 

... instance is a resource of resource type "WLSApplicationServer " . 

A Tuxedo application instance is a resource of resource type 
"TuxedoApplicationServer" . Bythe same analogy, a clustercomputer, an 

IP address, or a disk, are all also resources, each of which belongs to 
5 its corresponding resource type. Different resource types usually have 
different sets... 

...members that can be a host for it). The resource 

group is also an attribute of a resource. When a resource is removed 
from one resource group and added to another resource group this 
attribute will correspondingly change. The resource group is thus a 

'J nit 

of: Che fa i lover / fai Iback process provided by the HAFW, and is also the 
scope for resource interdependency and ordering. A resource's 
dependency list (an attribute) can only contain resources within the same 
resource group . 

[0042] Figure 3 shows a topological perspective of a system in 

accordance with an embodiment of the invention. As shown in Figure 

3, a cluster is a group of interconnected, yet otherwise stand -alone, 

computers or "machines", in this instance each computer supporting 
J2EE. The cluster is configured with a persistent shared store for 
quorum. The core of the clustering functionality is built into a multi 
threaded process called a cluster server, that can be entirely 
: implemented in Java. Figure 3 illustrates one embodiment of the 
■ r.v-:-.'; i on as it is used to provide a high availability framework cluster 



r: resource interface v\^^kh allows the cluster server ^Htalk to a 
piuralicy of plugins, ^rorein said plugins interface wi^ra plurality of 
application servers to support a high availability framework between the 
cluster server and said application servers. 

24 A method for providing resource groups in a cluster comprising: 
0 accessing a cluster server which includes a plurality of resources 
accessible thereupon wherein each of said resources has a resource 

type associated with it; 

defining a plurality of resource groups accessible via said cluster 
server, each of which resources group includes a number of associated 

5 resources; and, 

using a resource interface to communicate with a plurality of 
plugins, which pluginsinturn interf acewith a pluralityof otherapplication 
servers to support a high availability framework between the cluster 
server and said other application servers. 

25 A system for high availability clustering , comprising: 

a plurality of computers that allow a user or application to access 

a set of application servers or application server instances, said 

application servers being of various types and operating on said 

plurality 

of computers; 

a cluster server that operates on each of said computers and that 
allows access to the set of application servers on that computer; 
a resource interface provided. . . 
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active, 

unless ic happens to b^in a faulty unit as well. When CTTe corresponding 
y .TiLciby units become active units they start serving... 

. .PIDP contexcs. Load allocation of the control plane cluster node does 
not: necessarily have to be changed if the faulty unit is a user plane 
cluster node, and vice versa. 

The routing address of the load allocation alternative is used as the 
PIDP context address of the active virtual node of... 



...load allocation alternative that is visible outside the network element. 
The IP address is used to indicate the route through the physical 
interface of the cluster node. 

The traffic in the network element NE may be distributed between 
35 che cluster nodes that comprise active virtual nodes on the basis of 
a specific load allocation plan. The traffic in the network element NE 
may be distributed between the cluster nodes that comprise standby 
virtual nodes , whereby the standby virtual nodes are made active. 

Implementation of the second embodiment using an internal switch 
Figure 6 shows the implementation of the invention on the user 

plane, when GGSN has a high-speed internal switch K or a corresponding 
connection between the cluster nodes A, B, C, D, E, F. By means of the 
internal switch K, any alterations required to recover from faults can be 
hidden at the interfaces of the network element, whereby the change of 
the active cluster node to the standby node and vice versa is not 
visible outside the network 1 0 element NE . Packets arriving at the 
physical Gi interface Gif or the Gn interface Gnf of the cluster node 
A, 3, C are transmitted through the internal switch K- to the active 
cluster node. For the sake of clarity, Figure 6 shows one switch K, but 
in reality, there may be several switches. 



According to a preferred embodiment... 
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Detailed Description 

The index or suffix P may take anyone of the 
values: @la, 2a,..., VM, lb, 2bf,,*I, 

In z igure 2, each node Ni of cluster K is connected to a 
rirsi: Ethernet network via links Ll-i. An Ethernet switch SI 
is capable of interconnecting one node Ni with another node 
Nj, If desired, the Ethernet link is also redundant : each 

node Ni of cluster K is connected to a second Ethernet 
network via links L2-i and an Ethernet switch S2 capable of 
35 interconnecting one node Ni with. . .of redundant network will be 
explained hereinafter. 

In fact, the redundancy may be implemented in various ways. 
The foregoing description assumes that. 

- the "vice" sub- cluster may be used in case of a failure of 
the main sub-cluster; 

- the second network for a node is used in parallel with the... for a 
packet may be the source, destination, protocol, 
identification and offset fields, e.g. according to RFC 

The source and destination fields are the IP address of the 
sending node and the IP address of the receiving node. It 
will be seen that a node has several IP addresses, for its... 
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. . . vi i f i:erent: server types, such as web servers, servlet 

engines, or Enterprise Java bean ("ejb") engines. It may still be 
possible for each server in a cluster to be separate and specialized, 
such as being of different server types, but still be capable of acting 
as a primary and/or secondary server additional primary and secondary 
servers . Clustering is, 

generally, an approach to server management that allows management of 
a set of servers by establishing a "managing" server in that set of.., 

. . . cluster . 

Clustering can substantially improve system reliability and scalability. 

[0038]When clustering with a system in accordance with the present 
invention, each server in a cluster can be configured to detect a new 
server 

entering the cluster and designate that new server as a secondary 
server 

to any existing primary server. The method used for load balancing may 
can immediately designate the new server as a primary or secondary 
server . 

0 [0039] Systems in accordance with the present invention may 

alternatively 

u t i .1 i zeahardwareloadbalancertodirectincomingrequests . Inanlnternet 
seiitinq, for example, a hardware load balancer can sit on the network 
w i j: h 

IP { Internet Protocol ) address . Incoming requests from 

browsers or 

clients can be directed to that I P address. The hardware load balancer 
can 5 then redirect those requests to other I P addresses, or other 

servers each 

assigned an IP address , located in the system but "behind" the 
hardware 

load balancer. In this way, it appears to the browser as if the request 

is 

always going to the same IP address , when in fact it may be going to 
multiple servers behind that IP address. The hardware load balancer can 
be aware of all servers located. . . 
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Detailed Description 
... IP addresses) . 



For purposes of outbound load balancing, unlike for 
inbound load balancing, network routers are configured with 
unique IP addresses, rather than a single IP address . 

In some embodiments, the network flow switch can be 
configured to perform only "availability clustering In 
availability clustering , one server is serves as the primary 
IP server, while all other IP servers in the cluster act as 

secondary IP servers - at any given time (secondary 
operational or secondary - failed) . Traffic is always routed 
to the primary IP server. If the primary IP server fails, the... 



